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Di gital Citizenship in the 
Virtual Classroom
Definition:
A Digital Citizen is a person who develops the skills and knowledge to effectively use the internet 
and other digital technology to participate responsibly in social and civic activities. 

Guiding Question
What techniques can I teach my students to help them be safe online and practice good digital citizenship?

Digital Citizenship Includes:

Digital Etiquette
It is important to treat 
others using the Internet 
with respect.

Communication
Always communicate appropriately through 
text, email, social media, class announcements, 
and online games and digital interactions.

Digital Rights & Responsibilities
There is a responsibility to make sure everyone is treated 
fairly, privacy is respected, proper citation given, freedom 
of speech honored, and cyber bullying does not occur.

Digital Citizenship Best Practices
To gain students’ trust and respect as an online instructor, it is important that you create a “safe space” in your 
classroom discussion boards or live sessions. Students should feel comfortable participating and should not have 
to worry about cyberbullying.

Effective Communication 
Strategies
• Communicate in a timely manner 

to help gain trust.

• Be aware of tone when writing, 
as you don’t want to sound like 
a robot in your emails, texts, 
or classroom announcements.

• Avoid harsh phrases or communication 
that lacks a personal touch. Be aware 
of your use of punctuation and capital 
letters or too many exclamation marks.

• Try to show that you are understanding 
and aware in your written forms of 
communication.

• Use the “Feedback Sandwich:” 
positive comment, constructive 
feedback, positive comment/ 
direction for the future.

• Allow students time to process and 
act on feedback for improvement. 
Use lesson time to redraft work.

• Use a Learning Journal so student 
can reflect on and review their learning.

Citation/plagiarism

• Proper citation is a large 
part of being a good 
digital citizen. Many online 
students are not aware of 
how to avoid unintentional 
plagiarism when everything 
they do is online.

• Set a good example by 
giving credit and citing 
sources where appropriate.

• Students should always 
give credit to other sources 
and should never use the 
writing of other students.

Avoid Cyberbullying

• Educate students on 
the consequences of 
cyberbullying (both for 
them and the person 
being bullied).

• Cyberbullying could 
appear on discussion 
boards, in live lessons, 
or even on peer review 
assignments.

• Students should 
also understand the 
importance of being 
honest online.

Online Safety

• Discuss the consequences 
of sharing personal 
information online (phone 
number, address, full name).

• Students (under 18) should 
never meet someone they 
met online in person 
without the presence of 
a teacher or guardian.

• Educate students on the 
importance of surfing 
dangerous websites with 
inappropriate content.

Additional Resources
• What your students really need to know

• Free lessons on digital citizenship for all grades

• Digital Citizenship Lesson 
(You can use this in your classroom!)

https://www.edutopia.org/blog/digital-citizenship-need-to-know-vicki-davis
https://www.commonsense.org/education/digital-citizenship
https://asupd-implementation-production.s3.amazonaws.com/Course-Content/Storyline+Files/Girl+Scouts/Lesson+01/story_html5.html
https://asupd-implementation-production.s3.amazonaws.com/Course-Content/Storyline+Files/Girl+Scouts/Lesson+01/story_html5.html

